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1. [ SoftEther VPN] - Y1 I\ —ZERI DS

I

IPA Eiusmmems
HA N IRE &

Eh 2003 £E(C IPA RIESBETHFEU. IRETFTHFAEZ#G 7P T 540 59 —/)\— TEME. ZEIHFTHE
BADEHESFESZIA TS, HATERARR (PacketiX VPN) 6355, 7,400 4L wa*@#w#ﬁiﬁiwao

- E, A-TUY-AFAXTHRIENRU., AFRZ#MEDR, JO0J5L00-RCcEE 30 HiT.

1,300 FDJ—

MESIESE

. Comaction Status of v scftatrwe cojp. <]

P P——

[ vpn1.softether.cojp - SoftEther VPN Server Manager

l ;‘ Manage VPN Server “vpn1.softether.co.jp”

Management of Listeners
Listener List (TCP/IP port):

Virtual Hub Name Status Te User Group Session  MACTables IPTables ~
@ BELING_SEGMENT Online Standalone 1 0 2 12 12
@ crinaTeST Onine Standalone 4 0 3 0 0
@ moosta onine Standalone 3 0 2 2 4
@ Okkota Online Standalone 1 [ [ 0 0

i SoftEther Network Gniine. Standaione . 26 Z i 34 EEF
@TesTi Online Standalone 1 ) ) ° )
@ur onine Standalone 2 0 1 1 1 9
< >

| Manage virtual Hub o oftine Viewstatus | | Create aVirtval Hub | | Properties | | Delete

VPN Server and Network Information and Settings

e e

M EEE

IAAL | Local Briage setting

O s

Current DDN Hostname: VPN1.

Port Number  Status Create §
senny B sens | H
Listening o=
Listening (2 ﬁ Show List of
Ustening e TCPIP Connections
@RTCPEES  Listening ’
Beta Version (Pre-release) 30 Edit Config

@ Layer 3 Switch Setting E IPsec / L2TP Setting
o e

softether.net VPN Azure Hostname:  VPN1.vpnazure.net

OpenVPN / MS-SSTP Setting

Refresh Exit

MIghE

(Pull Regeust) %Z. GitHub ECHHFRAFD 7,300 48 LA DI > > = 7PN &#F CiEH,

SofiEtherVPN / SoftEtherVPN

¢ Code Issues 211 Pull requests 4 Projects 6

n = 1569

Yamaha VPN)L—5—
(Yamaha)

CiscoASA/AnyConnect
(LRAVATFLX(ED)

beat YJE—FP I LAY —ER

(B EavoR (%))

SoftEther VPN
RBXFRLREHART OO (RE)
Arcstar Universal One
(NTTaSa=#—33vX (#))
SmartVPN

(UM 9 (38)

Pulse Connect Secure (IB: Juniper SASY)—X  MAG ¥Y)—X)
(Pulse Secure, LLC)

Master's One
(NTTPCaSaz=f—ia2 X (%)

PacketiX VPN
(VIh—4 () (W)
meraki MX
(LRAVAFLX(A))

TR—TFUTM ESRRtF 271

((#)USEN ICT Solutions)

SEIL/SA ¥1)—X

(B FIVAS—H—ERIT/ ()1 5—FIMM =T T47))

@ Unwatch~ 600 A Unstar 4,977 Y Fork 1515
Wiki Insight
SoftEther VPN (Developer Edition Master Repository): Open Cross-platform Multi-protocol VPN Software. This repository has Edit

experimental codes. Pull requests are welcome. Also, Stable Edition is available on
https://github.com/SoftEtherVPN/SoftEtherVPN_Stable which the non-developer user can stable use. http

[AXRS5-14 FLO—UTHALTL\SVPNER]

g0

s Settings

ftether.org/

30 40 50 60

https://www.soumu.go.jp/m
ain_content/000711713.pdf

HRIEA 2020 FERETLD-VRERE:
SoftEther VPN [EBAREARDEFETESE 4 i 3
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B N— RS B

2. VPN Gatel - «r 00 51m—s1-F—pRETE L I— 2y MRBIERS 254

* [SoftEther VPN JZzolCHFEUIT. SMNEBATOIRER 7147 '77r W zE{EUE
R A > — 3y NI 2R IR T 3D E ik VPN 32T /s

1249 —2y MEEIH HSithEDHE 4,700 B ADFERI=——H1—-Y—(C. BEH
K58 (Google, Wikipedia, GitHub, YouTube Z5) AD V)T A% &z i2R P&,

l

\"é VPN Gate Academic Experimental Project Plugin for SoftEther VPN Client O >
RS * Academic project at University of Tsukuba, Japan. LI
VPN Gate Fifj5=hR VPN Gate Public VPN Relay Servers - Lo it
fPAISHMDOBEET 73F VPN Rt —/(— Gain freedom access to Internet by using VPN connection via Public VPN Servers provided by volunteers abound the VPN Gate Academic
WERARO world. Bypass your local malfunctioning firewall's packet blocking, and hide your IP address safely. Web Site
wumz—»
L S ? N 200 Public VPN Relay Servers on the Earth! (Updated at 2022-03-22 13:27:26) (==
B
E DDMS Hostname IP Address (Hostname) Region Uptime WPM Sessicns  Line Speed Ping (G ™
E&public—vpn—'l 13.opengw.... 219.100.37.100 (publi.. Japan 4 days 300 sessions  320.9 Mbps 0.9
EEjpublic-vpn-ESB.opengw.... 219.100.37.190 (publi..  Japan 4 days 84 sessions 188.3 Mbps 10,10
i EEjpuin-:—vpn—'I 92.cpengw.... 219.100.37.209 (publi.. Japan 4 days 297 sessicns  282.5 Mbps 10,10
VPN Gate 735147k E@ public-vpn-64.0pengw.net  218,100.37.23 (public-... Japan 4 days 142 sessions  155.7 Mbps 14,14
ERA A=Y h JWww.vpng ate.net £ public-vpn-46.opengw.net  219,100.37.10 (public-.. Japan 4 days 134 sessions 162,23 Mbps 22,22
o E&public-vpn-a'l B.opengw... 219.100.37.217 (publi.. Japan 4 days 138 sessions  187.1 Mbps 14,14
== s = EL-fjpuinc-van9?.c>pengw.... 219.100.37.211 (publi..  Japan 4 days 161 sessions  206.1 Mbps 23,23
SHEBFORERI7ZA 7 IA- I 28A T, #FPOMBCEBICTIEA. £ public-vpn-97.opengw.net  219.10037.83 (public-.. Japan Adays  192sessions 3034 Mbps 16,16
E&vpn'l 06319361.0pengw.... 172.249.71,15 United States 0 mins 40 sessions 200.2 Mbps 14,14
E&public-vpn-'l 28 opengw.... 219.100.37.75 (public-... Japan 4 days 185 sessicns  159.0 Mbps 11, 11
EEjpuin-:-van 58.cpengw.... 219.100.37.123 (publi.. Japan 4 days 59 sessions 163.0 Mbps 10,10
E[Ejpubli-:—vpn—?l 2.opengw... 219.100.37.149 (publi.. Japan 4 days 123 sessicns 153.0 Mbps 19,19
E&public—vpn—'l 35.opengw.... 219.100.37.93 [public-... Japan 4 days 76 sessions 179.7 Mbps 25,25
< >
A VPN Server with higher Line Speed (measured by Mbps) and smaller Ping result are usually more comfortable to use. You might be able to browse
websites which are mormally unreachable from your area if you use VPN servers that are not in your area.
Eroxy Settings Connect to the VPN Server 4
Implementad as a plug-in for SoftEther VPN, () VPN Gate Project at University of Tsukuba, Japan,
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@, Korea Republic of

70,363,292.2 GB

349,819,555

VPN Gate DEIBI1=—V1—-5—%}

IPA Eiusmmems
$A N IR B

2022/3/15 B

3,737,306,855 ] _ 15> -J.:—a:'.—ﬂ‘— /A

VPN Gate A@E1——71-4%-#8 (88 1 B ~ &H) 037 -
954 HRIE /1154 ass ”BM’
O>7hmED 'I \
VPN FIH I \
120 B A I‘ 'n
(8 &) (CIBH I
138,211 133,674 144,710 149,171 162,385 170,95 ,‘
HE = = =B B B - ’
E I K T JRDK . SR Sl &
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2 e Iran (ISLAMIC Republic Of) 53,521,466.7 GB
3 United States 30,247,274.0 GB 615,755,567
4 ® Japan 28,178,642.2 GB| 379,785,012 1,400,000
s | J France 27,176,383.1 GB 302,080,610 1,200,000
6 Taiwan 26,895,508.1 GB 603,791,041 1,000,000
800,000
7w India 23,818,669.9 GB 553,619,046
600,000
8 China 21,052,556.7 GB 720,564,164 400,000
9 Indonesia 20,659,517.8 GB 679,649,064 200,000
10 Viet Nam 11,567,163.0 GB 272,397,329 0
11 | United Arab Emirates 10,884,190.4 GB 441,132,733
12 = Thailand 10,629,641.6 GB 273,480,018
13 B Russian Federation 9,065,532.7 GB 134,158,891 h
14 ﬁ Bangladesh 7,816,339.9 GB| 349,426,991
15 | Hong Kong 7,662,634.4 GB| 156,202,142
16 3 Philippines 7,460,918.6 GB| 257,782,886
17 &= Malaysia 7,103,038.4 GB 99,322,006
18 Turkmenistan 6,397,328.5 GB| 109,141,602
19 il Myanmar 5,110,545.2 GB 135,312,114 _
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Short Bytes: The Blue box was designed in 1972 by Jobs’ close friend and

future co-founder of Apple, Steve Wozniak. Marketing man Steve Jobs came
up with the idea of selling those boxes to the public. They even made

around $6000 but they had to give up the idea of Blue box venture

eventually. Apple Launches iPhone 12 Pro And

Pro Max: 5G, LiDAR, MagSafe,

he blue box worked by producing certain tones that :::::mm B

were used in the telephone system to switch long T
distance calls. These blue boxes were in sync with AT&T
B
https://fossbytes.com/steve-jobs-frist-
business-was-selling-blue-box-that-
allowed-users-to-get-free-phone-
service-illegly/ 19

telephone services on 2600 Hz. So, one can make any long

distance call using these boxes.

A user could use the blue box to enter into the operator

mode. Once entered into the operator mode, More




(FUDSA
Lrgup! !

Gameplay image of Space Travel
Developer(s) Ken Thompson #
Ken Thompson

Multics, GECOS, PDP-7

Designer(s)
Platform(s)
Release 1969

Genre(s) Simulation game

s O APk i

Mode(s) single-player

2. H‘bb‘B/ub\IE:?Ba)fﬁlJ UNIX DSR (arer-yunsrEsmai

IPA Eiusmmems
AR B

T2 NOTYIOERED
WABEHEEL,

AT&T BESHDEAD GE
d>2E1—-45T. BEFIC
[AR=R - FSARIJEVSEX
EMFERITT-LZB1E
LTHEATWET B, L i
LT, O ER—4 |k
REINZS(CR-o., —— H* -
SHTHS —-ADTERRS |
EAVROT. F—L%itD | g
INYE1—-HICIBHEL &
S¢UTE. cNHEoNFERD,
[#EHEEDHB 0s &J'0Y -
SEIVIEEI1E—HIBVA
5EAFELTLEE. DEC PDP-7 =
chby, TuNixlélc 555

THdo

[1] http://www.bell-labs.com/usr/dmr/www/hist.pdf
[2] http://www.columbia.edu/~hauben/book-pdf/CHAPTER%209.pdf
[3] https://en.wikipedia.org/wiki/Grep 20

[4] https://www.youtube.com/watch?v=NTfOnGZUZDk

Tty



http://www.bell-labs.com/usr/dmr/www/hist.pdf
http://www.columbia.edu/~hauben/book-pdf/CHAPTER%209.pdf
https://en.wikipedia.org/wiki/Grep
https://www.youtube.com/watch?v=NTfOnGZUZDk

- 3K[E Cisco Systems £t

Cisco Systems D#MCIL—FEm(E.
RICEFOTIOFEFBELABEULTVE

AT A—=RKZFEAD TCP/IP LY NI —JEED=8HIC
TR E D HIELTOWELA O FE-VINI I 7 ZEES (C
Nh¥ Cisco 10S ERDE)

c1scoSvystems

https://www.youtube.com/watch?v=mhz24AR3nlc&t=310s




IDA =i5hn e g

4. Google D RZEFRIBSULWYIMRA > FF - P —)\— (1998-) ®

(E¥PHHIIAIL =7 D Computer History Museum [CB7RL Tdp3)

e — e . . https://www.pingdom.com/blog/original-google-setup-at-stanford-university/
https://gigazine.net/news/20070226_google/

L ZDE. Google [FRFREDOTZHFEIHDEMEED. 28D
- 5 (—(CHRILIENN IO >FF -5 —/-THhol.

W13 G ihak - e S
3 RS e o\

=)D Google
(1998) (&

[ Intel fEN'5E52
CEJZ 300MHz x 2
Dual Pentium Y —
JN\—=IT

Stanford AZEAD
EBETA>FX(CHE
LEINTL

I s oo ocpssssssesss R e i o




BAREDLSICLUTHBEARFETIVEI—Y - XY NI —JF

2003 £F (KZF 1 £F) 1355724 - 1PA OF
SoftEther VPN BIFE 0O /1’7 ~NDTz& 300 )j :

FERISFE REYIh0T

i KL —X NERH

- ii A—HRIbD
IR Yoz 7REL
o RYGTORTLDORRFRE

(SoftEthe r Protocol)

s et 2« 7(1.{
F = ”"&ZX%% B BEEE 145

C e

IRZEER (2003.5)

EAREANE (2003.7)

=]

2003.9 5‘677 W

1A ﬂééﬁLIE?E:_#EE

R R IRIEZ B ZE L T o hy = =
=35 [ ORIE | [CERIREN

@%%%2 (lj-é )

’7“|:|} Ul 1P 16 1@, Xy bhT—
D¥kzs. U—N\— VIRNI172EOFETIEL.
HE7 )= MIIREEBE, (TUhsAEBEOBEESYY)

w RUT, A (IFUDSA ISP F) OEEI Y —-/I\-EFHALEN. s



IPA B ems
B N— RS B

CDIFUNB A SoftEther (3. BABATHh Eem{ELEZESSUE
MW—DYALIN—=TF1UFT4YINITF (2003/12/24)

)

=

of

r|ﬂ
mi Lo

-

Slashdot

BZEHOEZF LY. VPNFESE ) T [SoftEther | Befp {511

L AR FTETHLIER
HEEEidz4H . RIEF D —THEEER{E
SR 2T SoftEther ]~ —RhRE &0
O—FER T —aFoRr Lo o R,

S 1S RNIEIRIEEFE R (1PA)
R c00aE R T2 2 TR
1S B 1 —AEF SRS - 70
o O DEEFEPRREL T,
SoftEtherd~—=hRZ 12 H17H LW

ETHDO—FoRELTL . Ll EEEFECBRIBIRESEER

L = & e mos e

-------
L]

SoftEtherth'Webt . S KD
HARMRELZER BRI TNLD

e X% P R e O e AR A AL
] KeJ] BI<. “#eH. IB¥A W TaFEIN:
1., SoftEther TN, BURFGEIE EFEWNOD
- %ﬁ%ﬁﬁ[i — Y CAFE AR IELTCRR
SoftEther BLh—Brie (L 00 Z&0
'3/"_
fEFi L, T T Cceak pfad (IS5 ) FENTHEY, 65
MeED L O—FalRet IS TLE LT,
=6 IV, SEEIEZDSoftEther IRZENI AZ D TL LD
— T RO pervPNIE DU TR EZ SEERIIE DB
F— ER2i e

SoftEtherhs —BFH(C 23 B{S 1HIARE(C

wakatono IC kS 2003512 A24H 210049 OB,
ZM>50penVPNPSSHL B 7 2BFLY .

for Nerds. Stuff that matters.

B

2003/12/24 Slashdot

2003/12/24a €Y VA=Z1—A

24



M SoftEther —BFE 1F 0D 348

HEh tchiE1EZ E S (2003/12/24)

1. B&EIZ2IT

12.719~12.724MMIZ SoftEther [ZD2WTOMSENIPATLUIZRFEFLHIENER
BFIcEEELE. (%24, BEE1H)

ABFELTIISHLLIFEFEUTO&EIGLOTT .
LUIroxTIEEF )T L EEENHLIYIRTIRELOM ?
» IPAELTABYIFIZIFH I —TaMENSIEIZHLTEDLSIIZEZATIVSD M ?
*BEEELHSTRBRICLTUOET A, REMNTRELZN oS 2OEHYELZ.

2. IPALGOES
L& EEZETTEFA)Tr1 LOEEED:
FUELTELoAGWEIPALBAFESICIBEIL. B

< <HAFIKRAEDL

* BHEVIPAELTEFRVIFIITEHEERLRKULSvL AL THLIN. RT3
—(IPAR) TiIT> TS EFL) T B LEEGSVIALTY,

MERTT: WHENLBREEENS 2003F 128 24

IPA B ems
YA N— RS &

(e

- HiROH !

VPN TEEEDY
P IED

e
EEHTET
BRI
Vb I

B AT
AD—75M

FW z8RUE

z

25




RE &

BUEN

TEERALIEHEE A

JRIZFT

YA N\ —Bi4lTtH

IPA

\

SoftEther VPN (&

B
A
KE

[=
E=g

I_

=
ESyN=E

Bt

(

N

7/

ES

(

—1C

}'g

ey

x

xr/
B

H

Ty

2007 €

W K
e AR T
N~ 5%

N R M AT T g
S T TN o A g Dt DN R\
2o 8 3 L v dded i o
N i SR R — (LN = &

JAL.L.??M,W%nﬂMwMﬁi,H
Kirrvidpaty s RleE s A0
o A - SRS 1 3
N»«tu WL rrdes

.fb\ ﬁ.u? o JA.T

we W4 & g tow (@
Wik dn & F




ﬁﬁﬁﬁﬁﬁﬁ

2004 £F (K5F 2 £F) TR AFACERR Ry N -8 meigeeris.

1. 2003 £ED IPA SBiEidE44 2. KREANICY)mFEZEHR ] 3. REDIFIBEA—-10
B EENS. DEIAE(C B EZEND., ZED IF IR E TS (CHFEL
EUOSAD. H—)U—, NW #2577 350) U CHER - NW ABEEAN—
FHD. ALY —ZY NETDIE
faElfREATF,

w RUT KZFO Fw FRUICEEDR V. FW OIMAIICTETRI B




IPA Eiusmmems

2006 £F (K*F 4 £F) WEEREEREF U725 — (NISC) DI A
0s B TOTTINT, MBSO TY ND—27 T NIVATYI OHZEREITCEHT B,

(ZE: Intel VT L TRAT1J TEIK Windows & YJEE Intel NIC DRAD/ Ty Mz, PCI LAV TEBRICEUE X, IPv4/IPv6 XTI IED IPsec &
ISAKMP T VPN hJIAE9 37055 L%, 0S 2314 TS5V—tFAEI(CIINAITYFTEL EVSEWECENRWEEBD T S LARF)

BERE

TRE184E5 B 23 H
AEEEHFREF=UT % —(NISC)

[H5212B0 1]
HIBSRR DFBIEMINE
EPIATLATOT I L%,
AELIFFTE3HES
MEsniz.

[B5226M 2] P&
IR T, JVE1—
A -3y ND—J2ER

Bt T #EEEERTHIREROSEREOMARBERICOLNT

AH. LERFEL0RFSNW - EFR1 s EEHERMEREARE* O FER
BERREPR ™ CIE X T BEEEERT 2RI OSEE DR | (Bl
S E) OFRMABRSAEL,

AR T BRESE (BR - ABREEEE)IcTEEPDXa7-
S4/82006(F) I(6 26 BET/AT)vHyaA bR R) O—HE ¥ 12y
TOEMEE THY, NEEBRESREX )T 2—LLTHEBNICEETD
W& T,

ABRF CIE, TR HLOE RIRMS FREraU7 2 KAMEN SR L,
27 iR ROBVM AL ROBE ]
(1) Windows% @OEEfFOSEREE CiRtShoH b aU7 +HEEICINZ.. OSHS

ML TEXa) To8EEERE . AR COSRUT 7 —iai
Mo BEORRERESFFEREREL. KR OOSERBE ORI+

= oo L xiy ~, N
@ Sjﬁg:cm*a"ﬁmmﬂe;'ﬁmw—s)t::s%;sumﬁm& fgiﬂﬂ)%\if&*&}j
= DILFTZHIR HE

3) BEUEFHRARBCILRPHTRMEAXZEL . OSBHRRENEZHT
AAREER T LA BRLET,

BN—=RDOIF7HEES

w RUT BEED TCP/IP 2O RN
29y FIALEN. BN TE, 28

* https://www.nisc.go.jp/press/pdf/securevm.pdf
e https://www.rbbtoday.com/article/2016/05/13/141970.html




IPA Eiusmmems

2007 £E (12X 1 F£D8F) SFC TILIHR 1F DR HADY —IN—ZEDOIEVWSUVNEHE  vi-smms= =

WCTRICITOES, BN ERCEPDERRY —N-PRYMN) - Iz TRERM>
=1y I\‘J? I\'?ITF#J%’E:VCBD\ RE)ZLIZDT, er’Bd)’&{’Féc_t(‘.bt_o

1. SFC (CHHE:

(WIDE) DI LR 2. Yahoo! A= 3>V KEFERERZETEEOD
EhDhHBELD B THEL TEU DS THBEE
EzEE. "PICR

w RUT KEOFUNSABFD
i SRRICBES BV EATHES.

A -
ZSVWSDE 3. fﬁi}ﬂﬁ?@%éz(:ii(éﬁﬁﬂ%bt
e ZEEEDEE — IR (FEFE, BRU | )

?L/(L'f‘.l’(




IPA Eiusmmems

2008 £F (&1 2 6F) s T IBUKE MASREBE N | owess
EMAIBREEN, AFLBOWE. LUHBEEAT.

= {51F

: .,;,.; BH2E BPAE
\NF PERUIE
. V\b\wmub‘ !

Umli
(TLLT

COEEREPRZHRER.

100V 15
0|
AELHEDNT
T 154 e CARERE 6
Tty e
KT, RROADSERT
L
e g
- \ﬂﬂ
|
BELT
a0 ©
wrae
: ]
_,-.\/ nn
™
—
- R ]
I LAY .
o
2E# _
w2
L. s 15A * IR H—ri— kT —OMHBREAS—2
TEz 1 208 X ZRE BERNT S0 DI SRR TR
o DECOARALE. (=i SRR
OREEHAT SoLocaiH ELL, 38

REDIEVEPE (40 mM<BL?) [C 10 ALBLY
SFoCAE1I—7- RN DEEEZEL T

w RUT, REFEDIRVEIET

2. 200300 90—~ 15 MR

120 M DEPE (Y—I\—)L— LA PEER) &IES.
B4 10 £ER8. 280D 1IcT AMDZEHENTVS)

[imEZURL, SRISZL T
BERILCDEIEZIHERT D,




IPA Eiusmmems

2012 £F ({E5@P) ESABEBFORBAIZFA 74— H
22X T ARFDF 2 Dy NI—9070-)CL 1P £ VPN VT NZEVLO

AU 0O— RYA N iR |

Ah—voR

| : —

PN : HEICHS ITUHNSBA
mimim | < | (Z&EIB5LLVY)
|

|

|

|

= Em Em= E | BXRRE REAFWY
R A7h [GFW]

Zse EEMEEDPS - —

_ =0 N
Ll 0 BB TG,
e o ! - "Q'—'l— b :‘;— ZALGHE = I
1 g N o
on= CTTRESSS L iogaz
210 1K 5
iion y

RISIUIC

Sl 1P
FURLHE SR
= b 05

- RUT, 1052y bestEmmoR IRy 1NGT YA

B Frw O®OVWBREEICSER L. &D
SRL Fw P52 SEIR T B,

FW B[S EE: https://www.cbronline.com/what-is/what-is-a-firewall-4900896/

i utvpn.tsukuba.acjp
R http://utvpn.tsukuba.ac.jp/
1+ = £
#ﬁwr UT-VPNA— 7// :( 7D)17i\ .
e
g Fon=5 9550
2at
I phwpasR 4ovn—F
P UT-VPN s & EE SDR=THS UTVPN DU =P RS STV -2 —FEF O O-F 32N TEEY %
P ELHBHUEEES (Q&A)
e - SAL>2 AR

UT-VPN Client & UT-VPN Server |22V T
VPN Client 3. VPN 5547 }gg}:?i AL ?3 -c- PC 7% VPN Server |Z1RIET 3 i';! D
A2 — AV

PUT-VPN D93>0

DAL SI=APN (S998)

P BEBVSDE - 8 - ML

HOLA-FITRZD | ~UaA. LB TORBYTT .
Ver. 1.01 Bulld 7101 (2010 % & H 28 B4R
8 Z0/0-—FR>IBEHNH

UTVPNG) 2 BEOUU-2TT.

&7:-7—03&'/10) NW [CEREUE
FZIB50 0 UT-VPN
(SoftEther VPN DIJU—" TP hiR) D Web A b !
1% Fw I'HB3EDI1I-Y -0 BHRHBRA 5 — *\JI\
ANDFICAICEEAUTEE.




€CC. XERRMNOYAIIN—-HF: R
SoftEther VPN ZILRU. KIMIED IS AT L2185 . S EIR
FFDWRBERABEXI7M4 7JA—=)l Great Firewall (XT3

Internet’ <-——-—--—- Fake TCP RST / <------——=—=
for fake DNS injector GFW EEF
packet injection Contents inspection N BEANTERPT
—————— > [Massive amount of Linux PCs] e | BZ SE_
| | EPy ISP EP ISP ‘

| Initiate 180-secs redirection

|
|
|
|
|
|
|
| on the flow redirector Tmara E@Mb%ﬁf‘; |r
|
|
|
|
|
|
|
|
|

mEm Fm=

EMA ISP EMA ISP

[ | }%f?%_l :\(PN H-£2
Normal flows go wirerate OE fﬂﬁ\'_-‘r'J gﬁﬁz@f\/
10GBASE-LR IN --> [Fiber Splitter] ----> [Flow redirector] ------------- _ i
| | <based on 18@-secs ' 7 =
| | flow redirection table> : '

\\\\\\\

0GxN Gy >N
Anomaly flows | | 0N 8 EPRAE 1P

|

I

I

I

|

_________________ e < Oy B ez |
|

| Offload path to software | a ‘ BE il |
<in> <out> : . _ : _ '
[Datagram packet analyzer & filter] Oy s AN, W~ W /iy . . za"- Sy~ A < Dy a" VA ec(a-.-ne(ta.. et :
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24h 1P Blacklist } — fﬁét'u?ﬂ""'
iUpdate ! - = ! Fake '
---------- Snganom Toral 705 1
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From the computer behind Great Firewall;

>ping 8.8.8.8
Pinging google-public-dns-a.google.com [8.8.8.8] with 32
bytes of data:

Reply from 8.8.8.8: bytes=32 time=159ms TTL=238
Reply from 8.8.8.8: bytes=32 time=143ms TTL=238
Reply from 8.8.8.8: bytes=32 time=141ms TTL=238
Reply from 8.8.8.8: bytes=32 time=148ms TTL=238
Reply from 8.8.8.8: bytes=32 time=144ms TTL=238
Request timed

Request timed out. Great Firewall ZiE<H,
Sipetierision FRAREN51> hO—-IVU. £E

Request timed

Request timed .:%:\0) IP 7"»1&@%3&5:&
Request timed . (:ﬁ!szJo

Request timed
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VPN Gate: A Volunteer-Organized Public VPN Relay System with
Blocking Resistance for Bypassing Government Censorship Firewalls

Operational Systems Track

Daigu Nobori and Yasushi Shinjo
Department of Computer Science, University of Toukuba, Japan

Abstract
VPN Gate is a public VPN relay service designed to
achieve blocking resistance to censorship firewalls such
as the Great Firewall (GFW) of China. To achieve such.
resistance, we organize many voluateers fo provide a
PN relay service, with many changing IP addresses. To

firewalls such s the GFW. We call this system VPN Gate

To achieve blocking resistance, VPN Gate uses fre-

quently changing TP addresses that are provided by vol-

ateers. The central lis sexves, called the PPN Gafe List

Server, manages a list of the IP addresses of all active

VPN servers. We call his lis the Server List. A user can
Listand

block VPN Gate with i
ities must find the TP addresses of all the vohuateers. To
prevent this, we adopted two techniques 1o improve
blocking resistance The firsttechnique i to mix a mum-
ber of innocent TP addresses into the relay server list pro-
vided to the public. The second fechnique is collabora-
five spy detection. The volunteer servers work together
to create a list of spies, meaning the computers used by
censorship authorities to probe the volunteer servers. Us-
ing this list, each vohunteer server ignores packets from
spies. We launched VPN Gate on March 8, 2013. By the
end of August it had about 3,000 daily voluateers using
6300 unique TP addresses to facilitate 464,000 VPN
comnections fiom wsers worldwide, including 45,000
‘comnections and 9,000 unique IP addresses from China

At the time VPN Gate maintained about 70% of volun-
teer VPN servers as unblocked by the GFW.

1. Introduction
couatries in the world have censorship firewalls
operated by their goverments to probibit access to serv-
e in foreign couatries. For instance, the Great Firewall
(GFW) of China blocks access to Twitter, Facebook. and
YouTube. Infemet users in couaries subject fo censor-
offen use overseas public relay servers fo bypass
censorship firewalls. Public proxies, VPN serves. and
‘Tornodes [7] are popular examples of such relay servers.
Usually. the TP addresses of relay servers are publically
available for user convenience. A censorship authority
can easily block these relays, however, by adding the IP
‘addresses to its firewall blocking lst. Moreover, the Chi-
nese authority. in scans for ualisted Tor nodes
‘and blocks them automatically [19] Tor relays curently
have no blocking resistance [12] against such scanning

activities.

In this research, we have built a public VPN relay
server system with blocking resistance to censorship

et PCto
an active VPN server in the list. The user can then com-
‘nmumicate with blocked Intemet servers through the ac-
tive VPN server. It is hard for a censorship authority to
lock all the active VPN servers in VEN Gate.

Ttis important for anti-censorship systems to achieve
blocking resistance. We adopted two techniques for
blocking resistance: innoceat P miving and collabora-
tive spy detection. In innocent IP mixing, we include a
‘mnmber of P addresses, which are uarelated to VPN
Gate, in the Server List. For instance, we incude vitally
important servers (e.g.. Windows Update servers). This
technique forces a censorship authority to remove inno-
cent IP addresses from the Server List before adding ad-
dresses 1o the firewall blocking list. The second tech-
‘nique, collaborative spy detection. sesks probing activi-
ties from censorship anthority’s computers, called spies
In this technique all the voluateer VPN servers work to-
gether to create a source IP address List of spies, called
he Spy List, and they ignore probing packets fiom spies.
etween the IP addresses of active VPN servers and in-
‘mocent IP addresses or those of inactive VPN servers

The VPN Gate system consists of instances of the
VPN Gate Server software, an optional application, the
VPN Gate Client software, and a central List Server. Vol
unteers ean easily install and exscute VPN Gate Server
For instance, volunteers don't have to configure Network
Address Translation (NAT) boxes to open TCP/UDP
ports. Users can connect to VPN Gate Server with a Se-
cure Sockets Layer (SSL)-VPN protocol by using VPN
Gate Client. Users canalso connect to a VPN server with
the LITP/TPsec, OpenVEN, and MS-SSTP protocols by
using the built-in OS-provided VPN elients ca PCs and

As for the third piece of the system. our re-
search proup runs the VPN Gate List Server which ac-
cepts registration from volunteer servers, generates the
Server List, and distributes i to users.
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