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FEA (EEL. BRERRELTED, WOTEHET - ZXFIADFEILEROZENTEEY), Tk, BRREL. FEHNONE

w ) https://dnobori.cyber.ipa.go.jp/ppt/
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1. [ SoftEther VPN - U/ N\—ZERIDIE - PRI
« Eh¥ 2003 £EIC IPA RIEFETHFEL., IREFTHFAEZRG, tHRHT 540 5Y—)\— TEME, AR TEHE
BADEFEEZEZZZ TV, BATEARR (PacketiX VPN) HF55,. 7,400 1t OBARTEEDEEEZZI TS,

« IE, A-TVY-AARTEENRU., pAFE#RGTR, JO0J5L00-RCcEE 30 BT
1,300 £FDJ— R{IEIEZE (Pull Regeust) Z. GitHub _E TR 7,300 42 LI EOI > =7DIRBEZHR GEF.

SoftEtherVPN / SoftEtherVPN @uUnwatch~ | 600 HrUnstar | 4977 YFork 1515
3 ¢>Code Issues 211 Pull requests 4 Projects 6 Wiki Insights Settings
G
5 = SoftEther VPN (Developer Edition Master Repository): Open Cross-platform Multi-protocol VPN Software. This repository has Edit
ﬁ Sesrrdctabomnbob el d e experimental codes. Pull requests are welcome. Also, Stable Edition is available on
i i i i‘ I https://github.com/SoftEtherVPN/SoftEtherVPN_Stable which the non-developer user can stable use. http: softether.org/
[AXRS5-14 FLO—UTHALTL\SVPNER]
n = 1569
s - %
0 10 20 30 40 50 60
ot VN ot g @1ttt [ promm—
Yamaha VPN)L—5—
104
ety N
CiscoASA/AnyConnect
( i 6.9
(LRAVATFLX(RED)) -
Sl vpn1.softether.co,jp - SoftEther VPN Server Manager

beat YE—FFP O EAY—ER
4
(BEEO9H2 ) 0

8 Manage VPN Server “vpn1.softether.co.jp”
SoftEther VPN H 24

Vit up Name s e User Gow  Sewbn  MACTsbles  IPTables
i T 52 A ) (
@ BEUING SEGMENT Online Standalone 1 0 2 2 12 ABXEXFRARI OO IH) (WK
@ cHinaTesT oniine Standalone 4 0 3 o o |
@ moosts onine  Standalone 3 0 2 2 4 Avostar Universal One ] 5 5
@ Okkota Online Standalone 1 0 0 0 0 (NTTaSa=4—330X () -
I T T 3 7 ) £
@resn onine " Stanastone 1 o 0 o o smatven [l 5,
ur onir Standalone 2 o 1 1 1 . e RS
L e ondaione R (JIRIH (18))
( i — —x)
| Manage virtuat Hu [* Offine ViewStatus | | Create aVirtual Hub | | Properties Delete Pulde Gonnéct Seciss([H: Junper: SAZsL) ’Z‘ MAQ £/Y)—X) ! 15
] (Pulse Secure, LLC)
Management of Listeners: VPN Server and Network Information and Settings:
Listener st TCPP o Y Master’s One
il B "~ Encryption and Network | §JE) | Clustering Configuration " s e 13
e e Creste § g (NTTPCaZSa=t—iax X (#))
@i e [ IRy ;
@ Ustening " Packet VP! Mo
P93 Listening . (% roouttmsvensener | oy Show List of (VI —% () (W)
@hTCP 1194  Listening s == TCP/IP Connections
@RTCPE  Listering K meraki MX ' 04
Beta Version (Pre-release)  30)¢ Egit Contig (LRAVATLX(E)) ’
. e i . .
P [z | (&) [z | [ [oerizmsam | [ [oemmmssmmm TA—TIRUTM ESXRE%2UT1 | o3 https://www.soumu.go.jp/m
((#)USEN ICT Solutions)
I [ . [T B i d
B [ oremicons seiins Ve e setting Rebesh o sew/sa =% | g ain_content/000711713.pdf
Current DDNS Hostname: vpn1.softether.net VPN Azure Hostname:  Vpnl.vpnazure.net () FIVAS—H—ERYxT/ ()1 8—F I = TP F4T))
| |
)

RIEA 2020 FEETLD—-JABERE:
SoftEther VPN (B AENODEETE 4L 3



IPA s
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2. VPN Gatel - «m 400 51-— 51— HRETELLI— 1y MRBIERS 274

o [SoftEther VPN 1Zro(CRFEUE. WNEIBFFOIREIRI7(4 7 IA - ZE3h{LUB
B S —%w N PHT R & RIBT BN VPN S X s

s BE. A5, 459,057, SUFP. UAE, $5HE, JLEAEFBEDA S5 —1Y MRE
W& 3itigdHE 4,700 B AOFERII=—91—Y —(C. BB (Google,
Wikipedia, GitHub, YouTube 35F) \D 7 I A% 5z {Z4R &,

l

\'é VPN Gate Academic Experimental Project Plugin for SoftEther VPN Client O X
= . : R o
VPN Gate FifiSRER f VPN Gate Public VPN Relay Servers Academic project at Universiy of Tukuos, Japan. & ELI5%,
3 AN 3 PR —/\— Gain freedom access to Internet by using VPN connection via Public VPN Servers provided by volunteers abound the ate emic
FASHOBET Z3F VPN Rkt —/\ VPN Gate Acad
WEARD xan sk world. Bypass your local malfunctioning firewall's packet blocking, and hide your [P address safely. YWeb Site

wumx—n Seghcion y:
S ‘ » ledD y - _ Refresh List
k2

200 Public VPN Relay Servers on the Earth! (Updated at 2022-03-22 13:27:26)

DDMNS Hostname IP Address (Hostname) Region Uptime WPM Sessicns  Line Speed Ping (G ™
Eapublic-vpn-'l 13.opengw.... 219.100.37.100 (publi.. Japan 4 days 300 sessions  320.9 Mbps 9.9
EE:public-vpn-ZSS.opengw.... 219.100.37.190 (publi..  Japan 4 days 84 sessions 185.3 Mbps 10,10
EEjpuinc—vpn—'I 92.cpengw.... 219.100.37.209 (publi.. Japan 4 days 207 sessicns  282.5 Mbps 10,10
VPN Gate 73547k : EQ public-vpn-64.opengw.net  219.100.37.23 (public-... Japan 4 days 142 sessions  155.7 Mbps 14,14
ERA>A-FYb " WWW.Vpngate.net BN -2 N & public-vpn-46.0pengw.net  219.100.37.10 {public-.. Japan 4days  134sessions 1633 Mbps 22,22
as ™ EEjpuinc-vpn-N G.opengw... 219.100.37.217 (publi..  Japan 4 days 138 sessions  187.1 Mbps 14,14
2 ublic-vpn-197.cpengw.... 219.100.37.211 (publi..  Japan 4 days 161 sessions 2061 Mbps 23,23
”Klﬁo)mﬂﬂmj?{?gx—,bigit\ Eﬁq:a)ma(:gm':?atZO %iublic—vﬁn—g?.oping\i.net 219.100.37.83 [piblic—... Jaian 4 da;fs 192 sessicns 3034 Mbis 16,16
E_Evpn'l 06319361.0pengw... 172.240,71.15 United States 0 mins 40 sessions 200.2 Mbps 14,14
EEjpuinc-van 28.opengw.... 219.100.37.75 (public-... Japan 4 days 185 sessions  159.0 Mbps 11, 11
EEjpuinc—vpn—'I 58.opengw.... 219.100.37.123 (publi.. Japan 4 days 59 sessions 163.0 Mbps 10,10
E&:‘ﬁpublic—vpn—ﬂ 2.opengw... 219.100.37.149 (publi.. Japan 4 days 123 sessicns  153.0 Mbps 19,19
E_Epublic—vpn—'l 35.opengw... 219.100.37.93 (public-.. Japan 4 days 7h sessions 179.7 Mbps 25,25
£ >

A VPN Server with higher Line Speed (measured by Mbps) and smaller Ping result are usually more comfortable to use. You might be able to browse
websites which are mormally unreachable from your area if you use VPN servers that are not in your area.

Proxy Settings

Connect to the VPN Server 4

Implementzd a5 a phug-in for SoftEther VPN, () VPN Gate Project at University of Tsukubs, Japan,




S VPN I

VPN Gate QEBI1I=—/1—-HY -

IRIATHEEN
IPA Esummems
YA NGz E &

2022/3/15 ¥
@, Korea Republic of 70,363,292.2 GB 349,819,555
2 | == Iran (ISLAMIC Republic Of) 53,521,466.7 GB  3,737,306,855 ] _ 45) -1:—01—'5“‘— /ﬁ
3 United Stat 30,247,274.0 GB 615,755,567 ,
= “nied states o o VPN Gate BE1——271-¥-# (88 1 H ~ *kH) O>7 -
4 @ Japan 28,178,642.2 GB| 379,785,012 1,400,000 h{
1,23 0
5 | J France 27,176,383.1 GB 302,080,610 1,200,000 Uaz;lr:f]&é Alisssi
= / \
6 Taiwan 26,895,508.1 GB 603,791,041 1,000,000 Oz >/ @ I \
800,000 VPN FIF I 1
7 —— India 23,818,669.9 GB 553,619,046
— 600,000 120 B A || :
8 China 21,052,556.7 GB 720,564,164 400,000 (8 ‘E) (C1Ehn \ ',
9 Indonesia 20,659,517.8 GB 679,649,064 200,000 138211 133,674 144710 149171 162385 17095 i
\ /4
10 Viet Nam 11,567,163.0 GB 272,397,329 0 H H B N . . ~._ -
@ @ & > g P o=
11 [l United Arab Emirates 10,884,190.4 GB 441,132,733 - A A K G A I
I A A A I G i
—_— S A
12 | wem Thailand 10,629,641.6 GB 273,480,018
13 g Russian Federation 9,065,532.7 GB 134,158,891 ]— |:|/7 -1_ 91 'U‘ / ﬁ
14 il Bangladesh 7,816,330.0 GB| 349,426,991 (2022 EEO> 7 - D54 FEHELL R
Awai =]
15 [ Hong Kong 7,662,634.4GB 156,202,142 13 Ej——_/]j—_ﬂ-_ /H o ﬁl“’] 8 'fEl((—iElbuo )
16 3 Philippines 7,460,018.6 GB 257,782,886
17 &= Malaysia 7,103,038.4 GB 99,322,006 ~ - — .
SvIN—: 1--9/1-Y%-/AH
= & —_ — )
18 - Turkmenistan 6,397,328.5 GB 109,141,602 (1 ﬂzﬁu(i 18 El__gl_-u-_ /H)
19 il Myanmar 5,110,545.2 GB 135,312,114 _
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Get yourself a trained mouse.
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(MITS Altair 8800 FHDT—)

(1975 £F)

-
https://channel9.msdn.com/Series/History/The- MICROSOFT
History-of-Microsoft-1984 4l © Microsoft

Th- mightiest mouse
N Microsoft B 1981 FEH W5 LI N MS-DOS (1981 £ ~)
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Steve Jobs’ First Business Was Selling Blue
Box That Allowed Users To Make Free Calls

Illegally

By Amar Shekhar - January 19, 2016

HFLH'BA . A A& NDiAn T |
. ( e 3 IR ————— — ==
UyRuh! ! A ‘ STARTS 17™ OCT

Amazon Great Indian Festival Sale
2020 Dates, Best Deals

Manik Berry - October 14, 2020

Short Bytes: The Blue box was designed in 1972 by Jobs’ close friend and

future co-founder of Apple, Steve Wozniak. Marketing man Steve Jobs came

up with the idea of selling those boxes to the public. They even made

around $6000 but they had to give up the idea of Blue box venture

eventually. Apple Launches iPhone 12 Pro And

Pro Max: 5G, LiDAR, MagSafe,

he blue box worked by producing certain tones that More
. - Aditya Tiwari - October 14, 2020
were used in the telephone system to switch long

distance calls. These blue boxes were in sync with AT&T
atiii]
https://fossbytes.com/steve-jobs-frist-
business-was-selling-blue-box-that-
allowed-users-to-get-free-phone-
service-illegly/ 28

telephone services on 2600 Hz. So, one can make any long

distance call using these boxes.

A user could use the blue box to enter into the operator

mode. Once entered into the operator mode, More
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Gameplay image of Space Travel
Developer(s) Ken Thompson #
Ken Thompson

Multics, GECOS, PDP-7

Designer(s)
Platform(s)
Release 1969

Genre(s) Simulation game

Mode(s) single-player
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THdo

[1] http://www.bell-labs.com/usr/dmr/www/hist.pdf

[2] http://www.columbia.edu/~hauben/book-pdf/CHAPTER%209.pdf

[3] https://en.wikipedia.org/wiki/Grep

[4] https://www.youtube.com/watch?v=NTfOnGZUZDk 29
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6. CA $£® 0S/2 & Windows FH® BASIC AV )\1 S5 E 5 Realizer]
CA: KI>2E1—45- 7Y TIAW4t (Broadcom T DFE4T)

(-REALIZER

Order Today!
See inside for

When You Buy Complete details

CA-REALIZER

S Retail Value

 Royalty-Free Runtime

- YOU GET BOTH

Get Sound Explosion

OFFER GOOD ONLY TO ADDRESSEE. NOT TRANSFERABLE.

N ARV ASEGEDILE. BERITHLTS[ Sound
Explosion |ECODANT(CDWVWT AR LZ BIICERLTLD,
(EmTDEDNERALDEFEEL TS, )

8 BFE VRTYATIKE) A TIERE]
(ISBN: 4844319418)

remarkable collection is ifs diversity.
. There are sounds for just aboutany
*‘mood or feel. :The listing on the right is
just a small sampling of the hundreds of

progr
,ves are Ilmﬂlessi

The first thlng you'll nofice about this

sounds you'll find in Sound Explosion.
THe BesT VALUE IN SOUND!

You simply will not find @ more value-

packed offer on high quality sound

effects anywhere! This Programmer's

Warehouse PRIVATE OFFER is the

perfect way to start your sound library.
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“CA Realizer (BASIC
VIN13) ZEE AT BE.
500 LA _EO.
HENENEmEE
B I IVEN,
malcfhuvwcEF9 L

« BRH

« HLOZ

o LP2<DH

e [Fox

« OHEFE
BICHI(EA |

32



e 7. 5EUBVASEEIZERDHI:
K E Cisco Systems £t

c1scoSvystems

https://www.youtube.com/watch?v=mhz24AR3nlc&t=310s
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(EYPHHIIAIL 7D Computer History Museum [CB7RUL Tdp3B)

https://www.pingdom.com/blog/original-google-setup-at-stanford-university/
https://gigazine.net/news/20070226_google/
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Illustrative: Ultra-Orthodox men during a ceremony in Meron, near Safed, on December 7, 2020. (David
Cohen/Flash90)
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From the computer behind Great Firewall:

>ping 8.8.8.8
Pinging google-public-dns-a.google.com [8.8.8.8] with 32
bytes of data:

Reply from 8.8.8.8: bytes=32 time=159ms TTL=238
Reply from 8.8.8.8: bytes=32 time=143ms TTL=238
Reply from 8.8.8.8: bytes=32 time=141ms TTL=238
Reply from 8.8.8.8: bytes=32 time=148ms TTL=238
Reply from 8.8.8.8: bytes=32 time=144ms TTL=238
Request timed

Request timed out. Great Firewall ZR# &t
Request timed . fﬁi&*ib@]) I\D_}MJ\ 4f

Request timed

Request timed .%'io) IP TI\DZ’iin_‘\Ii‘ﬁEt*ZoZt
Request timed . (:ﬁEIon
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VPN Gate: A Volunteer-Organized Public VPN Relay System with
Blocking Resistance for Bypassing Government Censorship Firewalls

Operational Systems Track

Daigu Nobori and Yasushi Shinjo
Department of Computer Science, University of Toukuba, Japan

Abstract

VN Gate is a public VPN relay service designed o
achieve blocking resistance to censorship firewalls such
s the Great Fizewall (GFW) of China. To achieve such.
resistance, we organize many volunteers fo provide a
VPN relay service, with many changing P addresses. To
block VPN Gate with their firewalls, censorship author-
ities st find the TP addresses of all the voluateers. To
prevent this, we adopted fwo techniques 1o improve
blocking resistance. The first technique i to mix a mum-
‘ber of innocent IP adresses into the relay server list pro-
vided to the public. The second fechnique is collabora-
tive spy detection. The vohuatesr servers work together
to create a list of spies, meaning the computers used by
‘censorship authorities to probe the volunteer servers. Us-
ing this list, each volunteer server iznores packets from
spies. We lauoched VPN Gate ou March §, 2013, By the
end of August it had abou 3,000 daily volunteers using
6300 uaique TP addresses to facilitate 464,000 VPN
comnections fiom wsers worldwide, including 45,000
‘comnections and 9,000 unique IP addresses from China
A the time VPN Gate maintained about 70% of volun-
teer VPN servers as ablocked by the GFW.

1. Introduction

firewalls such s the GFW. We call this system VPN Gate
To achieve blocking resistance, VPN Gate uses fre-
quently changing TP addresses that are provided by vol-
ateers. The ceatral lis server, called the PPN Gare List
Server, manages a list of the IP addresses of all active
VPN servers. We call this list the Sepver List. A user can
get only part of the Server List and connect his/her PC to
an active VPN server in the list. The user can then com-
‘nmmicate with blocked Intemet servers through the ac-
tive VPN server It s hard for a censorship authority to
block all the active VPN servers in VEN Gate.

Ttis important for anti-censorship systems to achieve
blocking resistance. We adopted two techniques for
blocking resistance: imnocen P mixing and collabora-
tive spy detection. In innocent P mixing, we include a
‘mumber of P addresses. which are uarelated to VPN
Gate, in the Sexver List. For instance, we include vitally
important servers (e 2., Windows Update servers). This
technique forces a censorship authority to remove inno-
cent IP addresses from the Server List before adding ad-
dresses to the firewall blocking list. The second tech-
‘nique, collaborative spy detection, seeks probing activi-
ties from censorship authority’s computers, called spies.
In this technique all the voluateer VPN servers work to-
gether to create a source IP address List of spies, called
the Sy List. and they ignore probing packets from spies.

the world hip firewalls
‘operated by their govemments to prohibit access to serv-
ersin foreign couatries. For instance, the Great Firewall
(GFW) of China blocks access to Twitter, Facebook, and.
YouTube. Infernet users in couaries subject fo censor-
ship often use overseas public relay servers to bypass
censorship firewalls. Public proxies, VPN servers. and
‘Tornodes [7] are popular examples of such relay servers
Usually. the TP addresses of relay servers are publically
available for user convenience. A censorship authority
can easily block these relays, however, by adding the IP
‘addresses to its frewall blocking list. Moreover, the Chi-

[19] Tor y
have no blocking resistance [12] against such scanning
activites.

In this rescarch, we have built a public VPN selay
server system with blocking resistance fo censorship

etween the IP addresses of active VPN servers and in-
‘mocent IP addresses or those of inactive VPN servers.

The VEN Gate syst ists of instances of the
VPN Gate Server software, an optional application, the
VPN Gate Client software, and a ceatral List Server. Vol
‘unteers can easily install and execute VPN Gate Server.
For instance, volunteers do't have to configure Network
Address Translation (NAT) boses to open TCP/UDP
ports. Users can conuct to VPN Gate Server with a Se-
cure Sockets Layer (SSL)-VPN protocol by using VPN
Gate Client Users can also connect to a VPN server with
the LYTP/TPsec, OpenVPN, and MS-SSTP protocols by
‘using the built-in. 0S-provided VPN clients cn PCs and

‘As for the third piece of the system. our re-

search proup runs the VPN Gate List Server which ac-
cepts registration from volunteer servers, generates the
Server List, and distributes i fo users.

-
3/31/2013 4/30/2013 5/31/2013 6/30/2013 7/31/2013 8/31/201 9/30/2(

USENIX Asscciation it USENIX ! 2

52




2020-08-19 D-1—X (HH: BF AT 5758
FUDSAREYAIN-IREEFESE., DLIC,

AEEERS): | ey
SIS BRFICNTIY A\ —-IREE (Fw itk

A) [C. BZARD softEther VPN ZEVWIRHTZE ULV, FOTlzK. FUDBACETH S,

FE FEBE)NRAFIR
BIR ==

[RE3FFIO—EIE ICEJESEmME. [EARBLESETF L CA
E%WJS(EJEJUD'CL EEOSEN, ENSI2OF TZOEEZEVSE
SRBOAN BN, BETERMOREVIENS. BLFIEEESIET
BBl th%\%ﬁbﬁ(%_'iéﬁ LLEZEERITNIZNEARBLESE
FERETENEhEL,

iThome ik ZE=akiE =E A Ef# Coud DevOps GDPR HZ -~

NI I BNRS (| THBNIR 9 FIFESER ﬁimm:iwg;mﬁwm ﬁ ;
SIERBH 1 FATINET | s TENE | TREM  ATHEE =
i | RETESEE g e

0+ AFEBRRRREER

nﬁﬁﬁﬁl‘ﬁ% =BTSNS ERHEOMNRR, IERE10E
’R’“‘““LLEM%ESHBE%%( FEIE@%

: MoaernWeb 20

BRWERMFL s ARERMFL

BB LA AR B R BUTH M GRIA—)
SoftEther VPN

Step 3:
AERRBREAR (PN E XY T0) &
1. MustangPanda Step 2: 2. HIA VPN 2%
2. APT40 FRIVPN#R 2 3 AT BN  miErTrETEs

kit
L & B U ]
| | BRI RB T "
Sieg | Rt 2 VPNHR S A% - 8 i B
o538 o g 3b A R 3 A HUR A 4938 0 19
AT L T A RS

BATHR @ PRAL

25 "An\Di#& FTREXALEMRZ
HIRMRIR -
3. FHRAAZAE ] B -

103. 193. 149. 26

Step 4:
VPN o) 8% % 45 2 CRCE
Step 5:
SR TR A BT B 2 3
AR 202,34
L BEEARE OO FSEHFAMBEHA 43.240. 12. 81
2 WehShell -
2. BB ZAZAMIRA6T A -

OL Lol SEB ABERER AR [ W 0L\ Hix DBTEE RN

i ﬁyﬁaﬁﬁt R8T S8R

il b

ttps //www |thome com. tw/news/139504

“RABBROBHRTFIVT(I-IAT -3 ORETHILRIEREKIE. CED/\vH—
HEZBFHSEEINIBIRY —EXT0N\ 145 —%F AU TIEF O BT (L2
)\bhﬁlﬁ(g’)b\'&ﬁﬁﬁbib Co”

BERES I EHESERTERENIUESRAECENEEESTT @ASERASE - (8% BER)

EHISETERIE - AERERET (FIAtEiEIR  ERETE A SEFEEE SR =S AR
SEE - ST EEHRERLESEERERHEL » = EEmiESoftEther VPNFZE=CU »
LizEgTIE=RIEErIC&CH L ( mIEEFEZEIPAILL ) - S5 - th{fEthE &5 A GRS
FIBBRIAREEL » HER ( AD ) EEESE - EREIIEE=IEREIRRIARIIRSE - BiEiEaEis
ERr ASAERAELER -

GHBEBOBERTFIVT(T-IRT—a32(F, )\WH—HEAFEEBEOREBORA k
EH—IN—(BAUREE. SoftEther VPNI' OIS LEZBNMCAAPM=ILUT, J\W
H—EZCRCIL—RAT—=323> (22DFEEIPVRLR) ZIETEULEU. &5(C. #Bfk
OREBRAL>/74LIR) (AD) H—N\—(CE0T1L. BIREERZIFD I*‘M53
>IN NeERR U T, BADIEIVZIOUTUET, ~




IPA Esmummers
1 km AN RS B

A
y

5B v /N R & noesr

VDEERY
NWezlm | & D N
NI = Bk v )CAUL.

4 km

~

o0

BREDTHB.

@
-ina

© KA https://www.tsukuba.ac.jp/access/pdf/campusmap/ut_map_tsukuba.pdf



—_ rp‘" JNE T l,‘:-' ' "
'_M“LG :\\\‘) | \
) DA

- v

(-‘.. \.‘\: " '{‘l“

’ \_'-
(A

AL,

HH8 https://natsu-san.hatenadiary.org/entry/20100601/1275372572 [fiRAF2HECE5OMEK FCBWTH-THROEPHERF R 55
EERERICEZE. FERZOEBEENFHICRELIBEVNEENTWS,




IPA wEmitmsers
YA N —$iTHFEE &

HH8 https://natsu-san.hatenadiary.org/entry/20100601/1275372572 [fiRAF2HECE5OMEK FCBWTH-THROEPHERF R 56
LFEERICLBE, FREAFZOEEFTEF INEERAFEE THZEDIETH D,




IRIATHEEN
IPA wEmitmsers
YA NGz E &




IPA Emnmmsems
YA NGz E &

= A

RFNTEGEW (ZREM%E
fr<.) ZEBTITDHI LT 5,

FP KT

58



IPA Emnmmsems
YA NGz E &

J\LAA—D2y MR ESRZ FHia

softEther PN 2R

IPAX Autumn 2004 Hipgpesiz 1

M2 & €

59



2ch TAAR
Bl RF e E ZXE A

318

220

321

322

323

a24

325

326

327

328

229

330

331

332

333

s A [sage] 104/07 /29 23:43 ID3ppOkE

R AEDEL |

(E LS A lsage] 104707420 23:44 IDA1SDCOa

»r262
FLIFLTETEL L | FUSMEITEIT,

(I A [sage] 1 04/07/25 23:45 IDsangYsS4

FENDILPILITE-ThE, F ot BFaIC53E 351
PoEUZILZIICRE T, AL ABFFE T mhtis
FEATIL I ThEOA —H AL A=,

(IS A [zags] 104/07/20 23:48 IDiexih+syy

E R EE DI AT LT

LA 04/07/25 2349 [DigzOPJTke

B3

s LA A [sage] 104/07/25 23:49 1Dy FPXwnlg

A=l Wk =t

(BB S A [sage] 104/07/25 23408 IDiDzVAID

=Tz Al LG A7)

s L& Alsage] 104707420 2351 IDANWRoJAO R

Réb)Eh B

s B IS A [zage] 104/07/20 2351 IDgzGPJThe

b L EZILZILTEE &

s L A [sage] (04/07/29 2351 ID:SSqmaVER

LALF P20 2 T

(LA A [sage] 104/07/25 2352 ID:SSgmaBE

bof L (DT 2 (FUESFSA AT O psig=--

s A 04/07/25 2353 [DKMHNThSE

{@FRET

(E LS A lsage] 104707420 2354 IDKMHGZ oD

T3ATT ATIICBPINF ST

RIS Alsage] 104/07 /20 2354 IDd1 SDCOa

Fe LT HFLI(-T)

ERNOA =TS

ttp /S up.nm78.com/data/up032398 jpg
SRS A — R

ttp/ fup.nm 78 comfdata/ up052400 jpg

EELS Alsage] 104/07/20 2354 IDjDzVANO

A L (SRR TH e

s LS A lsage] 104707420 2355 IDKMHNTHSE

>33

IPA Emnmmsems
A N—-FlARE &



B ANBIREBE |
BB E (5 MRy MSE 52"

bps

g0 M

700 M

GOO M

00 M {4

400 M

300 M

208 M

1@ M

df2 (HQ) - Traffic - portl3 (ZEH dfl ~)

INMJ | .h.“ ﬁrh

Thu ' Fri ' Sat ' Sun ' Mon ' Tue ' Wed
From 2013/,05/29 22:56:29 To 2013/06/05 22:56:29

B4 241.38 M FH): 462.77 M #&F: 601.84 M
=3 265.45 M FiE]: 490.26 M \k: B2Z8.B0 M

IRIATHEEN
IPA Emnmmems
YA NGz E &

O

61



FUDNSA I A 7IA =L D5HS 1P) Fiianan
FMTEERAT 1 75—

y ! ffHP"JI’”]:
jol ;w" ‘l’ o

62



LAN Z53=(C P
= _L(C

[

ICHR

63




FLENT

5=

E(C,

Z=FICLANS=J) %

SKDEF RZEBRVNSDESL,

[B¥RFFEEE

IPA Emnmmsems
YA NGz E &

04



IRIATHEEN
IPA Emnmmems
YA NGz E &

65




IPA

ARITATHEEN

RERALIEHEE R

BAN-EIhARE &

2F ) L=} kB i) & Bl
F226 Faz0-2 | F2rd | P22-5 | P2m-s | —
HmaEE " o E L
o 19 19 19 12 i
‘L s T ..................Jamms;u F230ers I R 4 e
233 ALy A~ A !
o1} - — [ S pgLE:E:  E— ;
Fand Iﬁ F220
e BTeZRE FeyuF
T TS LR
& [P & oL ) :
- — w
i = =7
1] - H
E] L {
(] F m] = . ;
Emﬁ‘t j—ﬁ—| [ ;
i —— B R £
~ e £
T 1§
ES = = %
! & £ A - 24 20n 25 | e
F bt & e T Iz 0 £l —— no m ﬁ Em
F215 FH6 F2I7 o I
EEERT N [E e Eid e & =
= 2
AEFIS4 — — e =
# # GF.|w E.
- = = = .u.%,qg = 2 FEHRBRET LAY SR ~3c20: M EREE
3 = FE s |, g 2 FLAwIZEREL, seuEHE~E
o [ .eedidy |
B Fze | Fmiz | F2iz | Fen I S T | Em
P smes|  « i i - FFIE—N f@%?‘ : 3
C ; 2 : <
i i i1 1] £ M =2 i
! th o - : - w
5 m JEd
I 15 in = T o T= - : &
| = I [ 2 : M
. - *
[ Y a B = L & a -
B [ -] = ] E "
P '{-‘I:‘:"‘ISII" ﬂF:‘ZﬁI? ('f'!l-’l:-:l:”il =3 I:"_A”.i’ =% ’;:“t! E slié‘; m“g’_mw E
iToo| e w2
* @ 'y o : EQQ ] = =
; El = = (]
: e - zos=a] [
| — & & ; : =] =
T s
. .. — 8| 28 o
3 o o i MR etz §§ Wik S
3 ) wl e | el 8 = A i =)
47
o 0 7.4 J 7.0 l 750 15,60 u.h il
- e
L L b Al LLl L b g .3 24.48
0 wa o ! g !
: S5, | =
2 T
E a3,
- iR

06



SoftEther VPN ODTS'Z?ITE EIH R

M EFFD GFW EFD[C

¥ Fs2 17

13T DIz,

3 VPN B —)(— %_%W(é’ INEFREY B

IPA Emnmmsems
YA NGz E &

6/



HICEBAINZIENHD
BRHNSOIBANE 4 K3 (ZOEPE L)

#13. mwreEwest ) —ilEasRe=IIII: =L 7 SoftEther VPN, VPN Gate FZiifit(.

BB LT L BYPN Gatel TEAL. BRIHEY 2 — L LE LI, « IHTE. F(C 1000 HF1=Z—-91—-
J-1ZEHIFIAEL TN,

W[E, LSO THEPOSRCENDUELT. 08 —F v HBTROBIREOEES BREFBHEE THD.

TEUET., o (FEALER. ERRFIHTHS.

AL - iefad I F | LA J:-mﬁﬂ:ﬁ‘f LI Edihddiining., BFEMIC
ELTHERS

N-BOTELeEEREY T,

YIRS B O

A F o ECElTT .
\rEry B AVF U FIOHT ARE Y JEAERERERTT, I
PERIREIERSE(C DLV T, BRRASETLLIESETHL & VE FHairE T s
(CRIT ZIEREESE TV EET, 0 T X

A— A ‘\ ’
OFENEOBH - 859+ 43 P 7 L2 A \\SL it \\ ﬁuk 5~
BLET 5127 74 LOE HY %\ iy T

O7 St dumt 2 - URL
https: /A, Lor.ip




IPA Emnmmsems
YA NGz E &

ANFEAREFCTHRIREC

| Rhdisis
gl st e

;_uug B !ll_ju.u_lLui_ﬁ

« [F124
» [, YIM—BENNVDSFEEDOEHN FIADZIBED
EEREUTUVBANBIZAD, {THRLWN, |

o [FIVIM —HOEEY — /- ([CERNSIRENET, |
> XREOBRBEH VRS MEEPHERENTSICRS. FULHSA.

69



IPA msmnmmems
YA N AR B

ITUNDBAKRFEARZPRICET I BMIE |

| 4F

hTFTE (XFEE)




IPA Emnmmsems
YA NGz E &

=IF. FAEETRERSZRL

/1



IPA Emnmmsems
YA NGz E &

H[E)E

O REEBE-TDfth)

1HS
[T 7
e ] =

= ey
Ingis

/
e

g LT

1 o
m (1]

Tk | 2mx2m ~85m x3m (K3k) BRI 14km e | | Ci
ik, ok 5 2 PR, BB A, He EUR B

S | BB GE-2)  AK (-32) R - K s

e | BN GKY), BaE, R, HMLAN, [r5C, RER =

BBEA, otk ARARNERR. AR

Jruh—h (I ESARE FBBEM)  $200mI1 7 RT
HEKHE 30~50mIT14 A
AMPEAD $9200mI1 77T

G50
s

12



IRIATHEEN
IPA Esummems
YA NGz E &

REDZIWNHTPANT=T )

e .
o A

g, e

/3




IPA Emnmmsems
YA NGz E &

o | KFLEFIRICNTTEREAAROIZA N\ EFEE

74



IRIATHEEN
IPA Emnmmems
YA NGz E &

?

2 CL\DDHR

FolEEDR

15




IPA Emnmmsems
YA NGz E &

&> NTT @E'T,Eﬁ)%(:’)@b‘b?b\%/‘ﬁ
A

o<If
A= b
N @
@ > T
Fiit msﬁ
HIE i
% SR
WEAE il
PG
5 » 5 ® L201]
B <
R * W 122]
SR
2 < (& i Emte P 5 e
pre K2 FAL
o SR
@ @ A RREREEE
Tk
L 2
© *E
X
T B<5
o A T E
HWEXS o il +
AR \
o< I # R
s04
X PR % X 1 w3
SCEMRLEE o< (4 F2os Sy :
& 1t A
l - EUtA N
e ©® T BRLES e ]
T
2L — e m ) —
/ NQ:T_ ,}’j\ﬂ‘
)
x o<pz? FAXTYY i
2<[E
E D a

B RAOBUSA (EABZE) (L. LDFEZHDEWVEHEERUIES.,
FEROD*EETH%JL}E EEZPANITERSVIEEDN T,

NTT BRHAROARIZIEIRDIUED | 76




ByR, y—9T774\. A0 —33a B E=ED. NTT RAARR{E IPA e
TaL2RrvyMNI—-I%B{ERIE.

e E Hu SR TP (1K)

I=—9R =TIV EE5IER4A

T3
LS

17



IPA EF%EE:IE}EL#EE

BICIEX2 BRD B %i‘ib\ (FEUIFIE).
E‘?]J(I 50 10) 51y I Ee Y RONNE D) SES): L\O)_C
EAEAIBDIIDICIED, KRR 2 3 XANWZREIR

NTT D&, KA. ERPEE, 5. FLOW.
ARFH], MEEENICBEDTOIVILEE |
(RFEVIO0T—23)

N FA(ENW IRIBEOREE - FEROBBSHIC.
SoftEther ZF CUYmZz AL TL\B,

(L EERD, BiFNRIGZEHNETEDT
(372K NW IITFERDIZHIC NW ZHEZR T D)

o JpAN\—TE) E%iEs:
< e | - BELB P IERIEE
B e  VXLAN REDSEREER(CFIA

SoftEther Corporation

= SESBLARILES | 0 SBONTRIZVOBECDIRE

o)l Equmlx TY2
Amazon AWS 18

(CNTT FERCKP)E L
2= 24550

2016 £ IEA

..........

. = ":'.. . 3 7 i
s . | Y7 b — R AN 5lLYTHES
2015 FEIFEHROBNFTETR - FHO NTT BEBHE 7 MECRER ok BB o2 s =
B WAMERRA 71/~ TIERT SN TEELE, 2016 FFVLLIECNBORIIE {timﬁéﬁﬂ:f% . 1 HEEEHOTULVRLY
FLVE VXLAN R—ZDRBIEREE - TUE B 27y N~ THRAY OPEN 8y hT— 8]
71 http://open.ad.jp/ DERE, OPEN SHIEADRREH - URGERIIALET . +305-0005 FHMBDITHRAR 2-9-2 S ;(t\ :®H§WDEE1EEE }\\\Jg

- . ‘ 7|"\‘—>7J‘“\ %@&%Eb\ '%@P/) ¢ 7_'1/
FUDS A NTT ERBEARIGE S EEFERR (ARVOTERIESNEZSLW) =93 2AFh 1T I TV, /8




JODO NTTERI1I-HY—(d. B 0OILYY (E

PEIRI—H—) fagpEL s

25, SR BEZBIOSLSAORAYIDD T - BIEEEZBS R(TIT<

S5 COESBEER NTT EREAARSIFR1—H—
(. BAERICMBICERAIL D,
KiK. NTTEHRDHELDE NTTEHRDIATAIC

sFU LYo

4’E¥, JJ\?I/\J“ O

HRIZ }ﬁ@“étﬁf =hs)

(IRI—-Y—) 6 ping 29I DD T 100%

e |

79



IPA Esmummers

SHICEAITOO (BER) ILYYI-Y—(E NTTEESAOEDD  vormemss
‘J’](J?l/‘J‘JJ%':% (o TNZF AR TBLEILETE|2(dD, (a2 T
L\éd)h‘ﬁb‘bﬂb\) NIB, TILyYDI7A NN =R T DTENTRLN,

> LYY OF) 2D, FTARDIE,
(__0) _7&(/\\ Q’Ll\ln__?'o

OLT EPEDEELVH B PED V-
OLT (BFR) EOUINHFEITES
H3 T3,

BEIIAI-6 Bolc.

> CDESBEER NTTER
BARSiFxk1-Y—(3, B
RicfbicEalT W5,

KiK. NTTEROHELDS
NTT ERDI AT AICEEULY.

30




IPA Esmummers

WEDNTTRI-Y— (3 NTTROBEADT-JIVEED 7

T5I<e TERIT—TIVIEVWSHHEH T, —AHEHEHDN. 2BAY MiEE
(FRVDT, EBEEFIPSE,
o« FEERSHE NTT REBARCKFEL T BAT-IILZES|IWTESD. (ETHZ1H)

N B [RKHE(C BHTEIKCOTIH? HE3 A ¥IHTRELUR, |
S [BAXZ1-TE "B TEDOT—I) 25" ELIEFRKDELHN BULTIERULD . [FUDISBA. |

AH(C 7 |
BlVWTHETE P 20 B RS T 4
y/ //ﬁ ' B T‘ S <

AR 1 BEIHEEBV RZEROT, 2 [EHE

. S BZ(E NTT BT - EHFELT B(EIH L,
MR REFELECOEI OB T (LH\U. 55 3 [E(Ht0or. ) 81




IPA masmsemmemn

JEAED NTT 1~ —(3, ESHIAT —TIRTERL, KFD

i’@_Fé: (L%ﬁb(%& L/_C:E) %lgl_aj')[/ |\:E)|:IR|:I-|-L/_C\ a0
BR(ISEUVTESADLD. FEE L F T—HalcZELT.

e NEEHHY [BRATCARCT—IINREILCENZ > TIh 2]
> [100GBASE-LR10 ZHEFHA TImX U TN HTT . 7> T WDM E&E(E. (FUHB A, |

‘h -

NTT %EIZIK D((stt)b
(ZREESULLY EE1h)
TR KRFEECOEINDELT }

\ o LN\
EYFTOMTE ! (’REHLEDD

[ — | :\ﬁ - -
! NTT ERBICERENZT ) BIET 3L ACHITIIE
2 S-TNIBOBRBELEITHD 9oL, mBANFLETD.
(BT FAL OSSN LNCEEPOT 82

A 3T TTT REBEIVEEEE D)



2016.11 [C. BED NTT $5#kAE (AFBII7—ARRIIIF) T e
[FUDSANTTERERICEETRIIL T ETRLICROE,

L/{TOD/\—/(J %032:30)}&#’”0

?Eiﬁ%
rsity of Tukuba

Ubb\b/u NTT%EIZIK(@L\(

= Nz

VIM—9RIN=FL /
WHER, EORICEWNTHOEYIYVY TRERFRF RS AT LGSR T FHZFR

OB NTT DI —IICBOTVE, E1-FYAIORAEFL




HOBARILYVHEOMEPREIEE S/ MEUTe s

LZ ke 1)

L{»y PPP

JLyYElR
JLwYIolR

JLyYEIR JLwY[olfR

" — - Rl LD T T e TR AR

SIS A S B s C % D

84




NTT EEHAK
e+t

(RY—TA—=RXDT ARXH—
(CAATVD)

« H—ARA -
Bt

dU0

ul:ik

https://i.open.ad.jp/news-16061

IPA mimmemn
3 | 1E
Lesisicia BN RS B
ZOLICLT. ELORICAD. ILA-FTLDEINBVETE AT, [BEBLSIFPEIEVOIDEICESLEEINET ., ([BEE[LVWIDIF. NTT

BETHY. INTT LSOBESLEE LVOEHROLITY, ) MCELGALBERHZEB30TIN. 2E). 8. ColBEELL 0B INF

BENZET,. SEEFFTRENZESNTVETOT. POEET. C0PBLKLISER0LEE0SEREHUTHEET. 2hid. 25—-U4

X IEY-k 5 OIEEE SR NLAZEOEEROFTENSETT.

FARRH—

9 NTT EAROEMLR. HFBEODELHD. TA-AI-OLIRERRINEESAZEBEICASREFNUIRIZFE A ZOTA-AF-DEIREK
HELCANET L ILA-90H0ET . SEESZZTIUNZEEINTVETOT. H0FET. ZOILA-SLKLESESOILA-90SEEE
HUTBEET, 2hiE 29— 04—-X IEY-R 4 OF A A9-OILA-4 - F—-LOBETT.

85




Lw¥/mirF DDNS U—E A MHOaESiERER Confidential lpA z&gﬁﬁiﬁ}ﬁ‘ﬁjﬁ*ﬁ
| JEE
HA l?‘—ﬁﬂﬁiﬁ%"ﬂ" =

2. [R—L—EREBFLEOBBEFIRET E2HI-LES (F3Iv9 DNS H—E XD EH

NGN OIF NGN [CHIELES( 97 DNS FwhD—98—E2
FyhO—IH—E2 (A3, HEHERENHEPICIORMT S E2)

NTTEHEBARIEZ.NGN (F—fEIEEERAERE) 2BLTEY.NGN OBRELLTILYY - KRV RA— l
H—@EIFIZ IPv6 PRLADIWNHLE LC@RIFYELESHEEFIZHLTUET, -, BRITYVELE -
(R I T A IS EEL LT, TR — L H—ERELSBHOA 1 F3v4 DNS H—FE REEHT o :
BULTOET, BE. 7Ly VBRFTYELI RSO REBMELT=4 1 F3v5 DNS H—E R n NGN 94327 DNS [ —-L1Y—ER (BE&R)

e NTT BEEFEIEET-E2ELT
EEENLDIBHINATOEL A, s €O TR (2011.7 ~)

NTT#AIPOL (BREE)

14—
a abc.aoi.flets-east.jp
FOT, H#IL GO FR— L —ERLAFHEEES M DI+ — LI H—EZAD 4 {EOBBRAERRT OIFH-LHI 1T+
249 DNS —ER&FTLyya—H—MIFICIRELI-WEERFET,

(1) NTTEABERDIR—LJH—EXTlX. RAMEER APl BAREINTELT . A—HF—[CLAREHNB R TELY,
— UHHARMIT I —EXTIE, RAMEER-TEHE HTTP APl Zi2HL. FEOT7 Ty —avlEEOTLERREBEDT7I4TUR
HREENLEZAPIZFEUVHELTEHMIZRAREZF -EIBRTAENTELEIIIZLET,

(2) NTT RBARDI R —LIY—EATIE, HOIERTERLUAANEZ. HIERICHEBUTHIEMNTERL,
- BHMRBRT I —EATE ERTEROTLvYEIER ID (CAFID) [TEKFLEE A RAMERIE ., HEEA LD EHREHICHICEHFSND
MERICI>T. WITMOEIRNSTHLESBRA D ENTEDLLIIL, 7TV T —2av OTFISA T ADERE OB EE HITLET .

(3) NTT HEADIR—L | —ERATlE, BRLI-FRART HTTPS (SSL) H—/\—%2EBAT5HE. t¥1)Tr LORALCRHBENREET S,
- HUNMRHRIT I —EXTIE. EAEH Ty REH N .ngn-ddns jp I DIHFE . FHRACEDOFIAEIZ, SSLALAEDFRITEZBEHRITEIEL
9., A&, Tabengn-ddnsjp ] DR A+ E 1 —H —(& . CN=abcngn-ddnsjp OIBAEX T EDOEAMME (CA) NoBEATE.
https://abc.ngn-ddns.jp/ &LVD HTTPS —N\—%2R £ (TEATEET,

(@) NTTEHADIRA—LIV—EATE. RESABTLEELL ZHEHANHLL.
- BHMEHRT O —ERATE, FlEAZ2—ZFAEL. ZFARTERBE—ERELRAEEEDHR—FERBELEZFT . NTTEBEERDLIIZ,
FSTIILAREL-ISSICAIEETIZ 17 BELE-ENAZEAHYET AL

LBHPERDIIGHLT(FIV I DNS —ERERMT HLE, JLyVHEDMEZE D . HHELUNTTERER () ORAICETR|EGYET,

10/15 86

ABADEHD PDF Mi¥ »»O0—F URL: http://uploader.softether.co.jp/140708ntt/



5. NTT REAHRAICETAREDR—L IV —ERDMEBEMTE LU HHELSEF Y —ERZ R EGER

NTT #£A NTT LA
NGN EHEEIFT  [R—LAI9-E3RHEE0PT

@ HTTP TLO-RE43 NTT#APOI
(f51: abc.aoi.flets-east.jp NGN

= 2408:200:0:1::a) "
(iaﬁéﬁﬁ)@F
DNS LO-F

BixE
@ DNS JIVUHm%{E NTT+EAPOI

abc.aoi.flets-east.j NGN [Z—L] —EX
w I - s @2 ' aoi.flets-east.jp DNS Y-
u @_J,_E\ﬁ (E):EHR ﬁ) . %Eﬁﬁ-_)(‘_

DNS LJ-F 2408:200:0:1::a
=iz

[F—L] Y—EX
aoi.flets-east.jp DNS Y—>
Si%FH Web H—)(—

NTT EEBAORERIZIE. NGN D IPv6 I\ R—FEf - BB T 58ME, ThoD N\ R—VICEBHiEsn - TS5/ AT LEERTHEMAENAHYET .
COEFRIE, BBAIZIE IPv6 N IR—2IL—2M55 1 & (CSTIETHA POLEFUET, ) TERShTWET,

[R—L Y —ERIE FAFIVY DNS H—EZAD—BTHY. NGN @ IPv6 Ay IR—2 LYY S - BEELL TRHRBILTEY . REOHE M SH T, NGN @ IPv6 /3y
HR—V2@FT 1 DLW BEAESEENLGOVMEE DY —ERTEHYFEA, HTMIZE. FEOHOELRIFAVEAT. FEOHOFEENT(+39Y DNS H—E R
FIRMTLENTE, TOERIBOHTERTHAEEZLONTT  NGN ATHEEOF (FIvI DNS H—EZARHELTLTH, CHIZEKYNTTEBAOIAT RybT—
OBREBEINLIBNEIHYEEA,

F71-.DNS OLAY—IZDLWTEZHENGN ([F, F2ERETTLYY AR H—EZEFIALTINTT 555 10MOMAYFLE 1H—E ZIZliptvijpl ELVS R AL D F—
LY —N—~DIERFREEFEHBLTOET ., ZOFIZEVT. TONYTLE 1D ptvijpI AL D La—R &, Ly Y OBRIFVRLEEH#EFERAL TV S —
—|ZkoTHEEARABEEEH>TILVET,

Lizhio T, B AFH-ATH 45392 DNS H—E R FRHLISETIERICHBV T, TORAM VAR YR B OO THAIE, YN ZTOF 1 F3u2 DNS IZFEZY
—N\—HEBEAREL. NTT RARLHEEEGETIZLICKY . DLy ya—F—(FZHARYEBRUBEHETERAL THEY ——HEEICTOEALEY | BEF AV AITH
FTAHLO—FERARLEZYTEIENTEDEIIZHYET,

13/15
ABOEHEO PDF 4 9> 0—FK URL http://uploadersoftether.co.in/140708ntt/

NATHUE
\ IR
AN RE &

37



-

SRR I~ ST AT TR ITOVLIE

, "AD.JP

e 1

& £

:"‘% s Y
‘“' mn{x :l;)b | n‘\

ar g PN

' "' ¥ A RADE 4 ""'
(ﬂ : OILZER F "'ld 'Df J -4
” ‘. ;’ / \q. . R ; T AR

—

) M)
O 4

-
: — -
-

™

IRIATHEEN
IPA Emnmmems
YA NGz E &

38



IPA Emnmmsems
A N—-FlARE &

FHODKI27A4IN——

=1 L et A

FMBETTI Ly VL) EDAILT SBICIE. RERZEEDBADBEARRIRTY, -




%ﬁ
oY
muu

: 3100

Score

w0 .4110
w7

€5

90

//i.open.ad.jp/shooting/

https



https://i.open.ad.jp/shooting/

- IPA ?%ﬁﬁﬂ;ﬁﬁ%{é
FRSRYD ! DWIC NGN RIC BT UV R(E DDNS BB,

OPEN IPv6 47397 DNS for 71 X ar

C {} @& iopenadjp

OPEIPVE  DDNS ARM—E-HURMER  Y-EAME-@ELS  OS/MEILOSEM  IKHIEELER  APIR=IZN  YIM-yhEdaH

OPEN IPV6 1{7Zy/ DNS for JbywY-¥2JAk

OPEN IPv6 #473v7 DNS for JLYY: - ¥RJAb

[OPEN IPV6 #4F3y% DNS for JLyY - HRIA T -EAINESTE.
AY-F R Iy VB ETO) IPv6 SIEEEEED ISP ASOEBEEETEECU. IV ToT PRISRES VPN BN TORBEBELET. [RITRIRED. IWWYOISABETEHATEET.

Pinging 192.168.3.2 with 32 bytes of data:

NTT E8X OPEN IPv6 DDNS H—F2Z Rep |y from 192.168.3. 20 bytes=32 time=10ms TTL=128
ILyYi@A 7 D NTT () DNS H—/(—f Ve — O Rep Iy trom 192 2: bytes=32 time=12ms TTLe128
DNS H—/(— i.open.ad.jp 0 DNS DNS V-4 —/(~ (l.open.ad.jp) Rep Iy from 192.168.3.27 bytes=32 time=13ms TTL=128

H=)(=COT R

Rep Iy from 182_168.3. 27 bytes=32 time=1ims TTL=128

=38 #4: vpnl.i.open.ad.jp <
DB = 2408:210:123::1 27 B |

(P 1] A

" Wi\ ik ‘ L An ) ""l ",v
4 Eiornors nansaidnasans O ¥\ | . -'|d""\' TV WAL W | '_."I',‘W ‘)y
'NTT BEX JLYY-¥RIAL ., "* 30 ~ 40Mbps. #E 10ms
: IPV6 8 (NGN)

[ILwY VPN I4 FIBIL 93U 1SP BED
PPPOE $#4 L T@EH A0 VPN ZRBELLISS

| kEnm@iesn

h 3

ILyYHEP TPV HOELIBIS

@ NTT D74/ DNS
Y- (-IC
A i.open.ad.jp
0 1Pv6 PR AEES

ILyvidE
N R
VPN 5L
PC- ToT #4838
9-/1| BECERERE | ga

w‘u.w-l;.mv!,m»kr.-.*ﬂw.«m
"= s, 700Mbps, SF3E 2ms

S (L)
% DDNS $—ERHBLTL 58 B I e e
y . A DDNS H—E2Z#IAL. JLvY 1Pve BRFEVERE
—— Q? -—r s SOy Lq MEEZHALT VPN EME(rEa
ZOM Linux  Raspberry NEC Cisco—y  YAMAHA PC-4—)(— e s
HHAYEE P X -4 N5
5] DDNS #—E \

o Z DDNS H—EXD#LMEE (2016-06-14)

i.open.ad.jp

TDDNS KR FOFHERLITHUVWKA MEFRRTEET,

! 91




IPA Esmummers

2020.4.1 M‘i @ NTT EEIZI:ZH:I: (FUDSATIR)

NTT iEIZIS
Y YR ARFRAE

B5—8M Ay r7—2s¥-|IAHE
HHRBHE Ht: (T%)

= A

HOABEEEHKRIST

5359—
%‘%ﬂ(gg) u.nobori  @east.ntt. |2.jp

Tmaansiﬁﬂﬁmzﬁﬁﬁ312

WR2020 I—VE/\—hF—
GRmY—E2R)

PSP O - A A B 4 o S M S

BAL. DoFH5. #iBIIO0FI1IAT, SEHEHBICR .
S2953AVWTHEISHATRZMELLSELES, RAS DF I MEITICHBBE!

Yo DRBDOTHE. BEFLI—=IULTVBDT VDINKZEEW ! VDI BEDFLI=IS AT AL, [FUDS A
X 2 MIBOHE (4/7) ([CE BEFBREE SN, 2NLE. 2 7B E1TOTORL,

IPA FOMRIETSE, $I58DEREITATHECRD, BH.

5&5E TBARD FTTH BY, OFIMIAZZEDT®H. Netflix TEVWSULL, 1EVWIIBZEE, EXBODT, &IC
Netflix T 1 RIREZER Tz, RI€DOREEIC, 2 -FLI-ISAFT LZERMIVNED T, "APICILOKICHE,




PA e
YA NGz E &

4 o
‘ SEEE L‘—l il | b= B ITEEA
: ol IPA s e

A\

m E A " 4 _.-.:~ - .4‘., - -.-—-\\
=

B x

T

s rr=pr—
i mm EEE SEO0F0()| 2% EOUE RiRR

NTT RBX - IPA[S>-FULD-I2AFTA] RSAEE - BERN

A2 4 A0 PC OEMEIC

HRaOF T L ILARHE BRAKE [V - FLY—7 Y254 ] HENHE ’r;«maﬁwpc
i

fﬁﬁbfaﬁ%f‘%f?; — ;- u ul r"‘hi —
| 5 | ] St
N\ : ; g%’é: ! | |

https://telework.cyber.ipa.go.jp/



200406 IPA 4 /S—H#ffFIRE HFRanFwETL 77—tk RRE (K
(BE) %L T ESH, KSH

[€-TYRY |
1.

en

Confidential

ZHO PC DE@EICBESMSYE—FTIEATES VPN LATLFMEL, 20+ M TRRBEHT S, (CRETLREATE)
1#& 7,000 ATCRETE S Raspberry Pi 4| L CRI{ET 3., 1 8571 2,000 v aLENBTELHE
VPN ##0Y 2+ 7x7 (B1E) . RERBELTRET 5. (RasPihTh 20 BT 4 Eviar 208
)

£y |

10 VPN R#ERSE, SINET FERBEL TV DS OEMERAIO—F/SVALTRET S, L=k 2T LDYS
IPA 41— HRREIZ, [ SINET |, [AS—Kwh . [ NTT WEKSD FTTH 87128 LIERIE- Wi LiEise HRES ‘f;’f,fy‘;’.ﬂ’;f;;;,f’ 731
EREh TS Y/ Bl E R v T—2 (F) 2BHLTVS, 1, 2 11X, ARvE7—72RATS,

3 OWMRAVET—IFEEL, MEOEREER (FEXEF) ©, BhfboERTER (VIR—1, SO g

NTT B &, etc) LHICHEBEZLT. S0 (1 AMEE) CLATLEHETS,

—— e ——— ——

- AN AR
\ #1: 10G ~ 100

‘s
f
I
|
I

s -

|
|
A |
@ #B» PC \'- ST \ |
(2R RT LD — | % | s
| | 45— @ BEMPC =X
I=PFTVEAVR a—F— | = =
| -~ 2EAN1—F—0 .
=L J | VPN +wig ' | E %ﬁ ATLDIZAT
R d | gg‘;ﬁ:ﬁ = > l\ FINEADRM—I
I
T TS S ~ o DL SN TR ASE3770 _ N——_—— o
SO T T T T T T T T T TTTTS PR IPAICSCOE (B3R UDX) T yo T T T T T T T T T T T T T T ~  [RE—FB]
y—2Za—F, / Ny AS63770 JL—% \ N\ 2020/4/6 OMIME
Bz DR l Vo (XEH)-va-}) \ ' I — i B AR | 20204113 (A)
ERT L — | l | (RRALOXARERER | I
pse \ I R 1 "~~~ - “*\1 | (~20FRREET)
A | 7 1 | v o
: l | - - FL7—% VPN tviay Ly - !
SEYA/3— | | |FLo—2 TLI—o Iz e = I NTT 1
BWrcRRL : I : I [ vPNEviark | | vPNEvLav % ;P‘: \:‘: \:g 1 ﬁ?:;: ;;?f’wugj l - fﬁﬁ;;l X
MERETD |l | e ) HER (B1F) | l I | : i —
VAT LA J : | : N . _ .- : : || JShEH SRS — ThE a— | r:gﬂ-.amw
| | | 1& 2000 VPN twi-3%#MHE8, HW (X Raspberry Pi 4 27| F P iﬁx&—xﬁ BiFE | ;: )
| - LN XRYJ)—a—b 8F RERAAR—R J 1 k——i—————i—fm—:‘ B(RER) )| -vor—
\ K / T o A e ~ )\ NTTHRBF REE L ! %1l 46 0@
“(IPA LB EEHRES) 7 \LPA ERY A1 —tF )T 1228 — S/ —HITHRE Y w oa-xR D

IPA HIDERBAE R}



2 T LRI X)) e
) JQ{’».&‘E@[_‘& By,
1+




IPA Esmmisesin
. IR=E &




IPA Eagnme s
YN E &

Vb

Ry =

dtl /i




SR
— -







THRUEA

BRIV HEE RS

JRITT

IPA

Y- BARE =

o — =Py |

—RERAN—2 ".




’2

I T .\‘v\is\

" i “‘
)

32772222 2P m
vt lban
e
-

L oy

! l_l_l_l~l‘l_l_l_l (1 |

‘lnlnun\uu

........’.Z::.

».,A. »
SetetttYY
!

-~
»




IPA wEsmummers

RE &







RIATBUEN

. e - o BIEHEMR IcT AM%E 1 FABH 1P Meaens
SELZHMEDEHATWNECE : o BHA IcT RiTIRELHTIREDRE
® (CKEI®D UNIX 12—y MDESIBREDDEARFEE)

it uuﬁi\/\’.l- JREEEATIE

Ultra- Othodox Computmg & Networklng B AR (KEE-®PR- KF etc) [C
' pm— ~ K ﬁ?ﬂi""f'sﬂ’&{’ﬁbﬁmhnﬂ TEHAR A T Y

= .
e | i > #
o Y, - 4
= \\ 2777 “ { <
- o G/ ’ y
114 (]
” oeads 4 % 'Y Yo A7,
7 3 I A 7/
NN RS
\ / e N
¥ 4
Ly (T
) j \
4 \ig! "N
\ s Y 7
W =P
W\ r
A A 7 o ¢
\ [
X y A 4

I'I'

IPA ?éféﬁi e+ ONTTRES , e (%E%&) B

EEYAN—tFIVF 1205 — Y1 N —HitiRTesE ¥ % B




IPA Emnmmsems
YA NGz E &

IPA DEERBRYAIN-EE)
E%33 J-LIS LGWAN &
1>F+ BIERRk S AR
A—)\—BFE OPEN REELV/(A
AYE1—-91yhI—9 Project. ;- p e N -

2 : — BT m
EETATE [ ; -- ERlEEag

! i o | ]
1 ! F-5t>%
+rU7EH -
FRIEEEOTW bl -’ e

NTTERBAF . s ol MRS NyHPyT

ub\o t (A i : : - il
(EE*O)%‘<) ** (* n) ; i City Attractions &/ 1 | 5 Tokvo Skytre o (1G)

- Il iy 1 f ray==rey
SRAR S sw: 0L A

ERUERERR

74
LGWAN__ _,
wELTH 2 ;~"7 —7)
=
/
i 15
ﬁﬂﬁ? () GTol»<yo Melrgpgl)lji@an o e ] 4
oEOEENRANERE ! ! overmentstiidng ; [—1 |
S RaRERD BIETS ! s RR2EXEA

BRI XI71ATH W W@FdLRL !
1 WHLES 460 RMITHEEOT WRE(EET

) .

.
-
o %
Y
grtfigashik Yo Junior, hlgh st
B ] 9 /
Wele -of e 15—
QTT:’FH : tdne Museum of Art 5 10G Rlost g y \‘J b (
Equinix TY2 TS e 10G i1 1591‘)

SetagayaPark

Tf.ﬁam(xmﬁ) o /| Il e 105
& wwme TR




BT IPA [CH 3155520 - EHSEERD e P s
5 Z/\-Z(DWIJ

== =

|l

/) IPA DEETE- ﬁﬁnﬁﬂ*\/

ﬁ"SLaﬁ%*ZEE vl.l.l
TA 29—V MIEFRE |
TES NW EAR—ADY
®Bo

e
Y ——

- HMEEVDT, EVWzWEHEET IPA [C
EFUTET, ETERADNPOTLS,
« HTHROTKSE CRNEFEDOREET, i=A

L TR

I‘Lu EZATHI L\.r 1=

T

memeE o SHOEBETY-IN-IBAT *5% BLS
= o
> ;%%%QE.L:E#ILE%/- L JI_JI_lJ IV B LA TLUR L LY o~ T o R e B
= sexzascjcs.
. = BLELILRE. BEFEOSHCOSILT.

» 1) TOPEN =8 IP 7w FO—98L0F IPA T ) (— 55 BHSEEICET S
EZE8Evi] CAELET.

FHEREOESEESC N TEF L. ié%ﬁgiiz%:iﬁa\sfsaii:‘a\ﬁ,
> o, HICREZEOD D SolrenERATLR.
=

A >

> 2) HMBBCBELT

i > 2-1) BURAHER
) R, . > t*—- '—#@ )&%—Ioﬁ EDFEG SEAFHAEIF

> : I

T h.'C#ﬁi?I\JOE%"CF%EﬁNWﬂFH H—)\— _PeEpUTESy, ERERTERRTLa. SATVIOTTHIR 06
H5AHERE] (A48 1) ZAEL. EALTVS,




_H_ 7= IPA Emnmmsems
ELME +YATAI BN AR =

DX, Web PJU, %@zw\ﬂ\\ HIHS AT
5y N =
\Jn5v. gme JEIFE

O
A DB, BE, 13, £, (RABHEH. 1TH U4y —3,3 581,
:/17_--[\\ Al t‘\“jo_“_g\ etc b 77 J# /3 Jﬁ
7TV =23 RIEE S AT LASEIE DM

F£—E IRRKoBARDKE .

HIGRNNZI AT AR ZFTUILEEIR  —ms=Fe e —smgmm e e e — oo e e - —— —— —— CrivOrEA (yggnbﬂ‘;,) ----- p - I |

S5475Y
7’|:|’£E>’J“ YT

St : o L @A-¥—050 | Y

AE31—92 AT A FYRNIT=D3 X5 I FORAERL) | T

SAFRYINMIIF [

= —= FRL—F 4325 (05) BIREOHTIEATEE| )

A —TA ) AT < . T

R s {>5—F9 NS 27 s =

GAFA, Microsoft, * etc £

Alibaba, etc D7K

B IRABHES 27 L

BIESATA (VIb - \
Hs=ATA AN  FIARRSAN
(Device Driver) | i#ihd 2

B=E SEA=2 7 R REERA
DEFEEE, . “ »
RO AT RAfT T4 )\ >
BOKE, BRD — I
ARM, Cisco, 7

Huawei, Broadcom,




BEGRIVE1—5 - 7y N — IR T HBMEEIEE & CRETHILT, Y
BABDEHAVER (KiESR - =P Bini® - iA5TPh) =Y &2’

ZHISUEEE. TS0 OEIRZEAU.

it 1 A ADBIESRK ICT AMMZBRAEETH S,

ETNE5DF5 LW ZESRBIIRMZELTIV TEHHI LT,

BAR[Z, BAMDIERBRIER—HID IcT FTEICRBEIENTES,

BRI
HODEEZE
o

W lc
Borz. -~

HAE, EFIATOD
| ERIATHR N
L. [cRBZLCRRIILE
B e ICTT t\mitt““ S \
5 EAEBRERIE SRR 5 TS AN, > "! 1

TRHE  ommmTs sss ﬁﬁi(hﬁiianao 4 N ) / | —Y I”","”’""Ij
s . 1 FTR ;ﬁ' i})ﬁ\/ g : \\ S e Tl".m','/'
- — > /f}dn @ g\ ) 1 /,h’”""/

e - e —T—— \‘»
gxim vEmew BE)EE rases15 tmmi wes vri0

@ I{’F#&b'& NC (S{EHIE) T 108

HEAMERERFT 25 RS2, HeAmELERPR




@/\f} L& PPT BT D URL 55TV 0— RETKEICT B FETT .
— = https://dnobori.cyber.ipa.go.jp/ppt/

L} L AERONEE. BOSEEBAVWTEOERRTHD, —HFEE2EPDBEM - i - ttNENSLLTOFERRZELZAHD
- - FEA (EEL. BFEGRFEELTED, WO THEHBER -:iﬂﬂﬁﬂd)f-‘?’m’&*bégtb‘“@%i?h Fh. BRE(QL. *Eﬁd)ﬁ’é‘i
- ! 1 RE(C TR 3 V. ChE5Z{RE o=y AVALON SiEccH 2
ﬁ *J& Da Iyuu Nobori p Ph.D. O BRI E. RO AD Ao KNI 7 o A, D SOPTRBUTS. BERECCHRE
N ya " &
dC1— Iy -

TF1UF1IC Bb‘% HARDRRE
[ & n \

AMBERIES &

W TBUEN
IPA mmnmmewe
EEYA4IN-tF1U711tY
Y4 N\N-EiTAREER

@NTTﬁEIZIS ES =xprIEA~ar
% % B WARA ﬁ%

. VIM—HERat KRS :c.é
. HIEAY RENE —

AERUT, MIZUE—RRELVTEHCORET ICcT HFAREFEDEZZBADED
THD. FBLTLBFEBMICHBVNTRFENHE—ENTVSLERITEDTRBDIE A




